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Executive summary 

AI adoption in national critical infrastructure carries operational consequence. 

AI may support analysis, monitoring, maintenance, engineering, incident response, operational 

planning, cyber defence, customer service, resilience planning, asset management, regulatory 

reporting or decision support. These uses may create value, but they may also affect environments 

where service continuity, safety, resilience, public confidence and systemic dependency matter. 

For national critical infrastructure, AI governance cannot be treated only as a question of model 

capability, productivity or digital innovation. It must be connected to the operational systems, 

processes, data flows, suppliers, assets, control environments and dependencies that support 

essential services. 

The same AI capability may carry very different consequences depending on where it is used. A tool 

used to summarise routine documentation is not the same as a tool used to support incident response, 

operational triage, asset prioritisation, resilience planning, customer-impact assessment, network 

operations or safety-adjacent decision support. 

The capability may be similar. The operational consequence is not. 

Critical infrastructure organisations therefore need to understand where AI is being introduced, what it 

touches, which services or assets may be affected, what evidence is created, what boundaries apply 

and who remains accountable when AI contributes to decisions, recommendations or actions. 

Cortex treats operational consequence as central to governed AI adoption in national critical 

infrastructure. 

The issue 

National critical infrastructure organisations are under pressure to modernise. 

Energy, water, transport, communications, finance, health, civil nuclear, emergency services and other 

essential-service environments are being asked to become more efficient, resilient, data-driven, 

automated and responsive. AI may appear to offer significant benefit: faster analysis, better 

forecasting, improved maintenance planning, stronger operational insight, more responsive customer 

service, improved cyber detection or better use of scarce specialist expertise. 

These opportunities are real. 

But critical infrastructure environments are not ordinary digital estates. They are operational systems 

that society depends on. They often combine old and new technology, corporate IT and operational 

technology, internal teams and external suppliers, physical assets and digital control systems, 

regulated obligations and public expectations. 

They may contain dependencies that are not fully visible. Documentation may be incomplete. Legacy 

systems may remain essential. Supplier arrangements may be complex. Data may move across 

operational, commercial and regulatory boundaries. Manual workarounds may carry institutional 

knowledge that is not captured formally. 

AI introduced into this environment can inherit and amplify that complexity. 
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The question is therefore not simply: Can AI improve critical infrastructure operations? 

It is: Can AI be adopted in a way that remains governable, evidenced, resilient and accountable within 

the operational environment it may affect? 

That is the core challenge. 

Why critical infrastructure is different 

Critical infrastructure is different because disruption can propagate. 

A decision in one part of the environment may affect another. A failure in one system may create 

operational impact elsewhere. A supplier outage may affect service continuity. A data-quality issue 

may influence planning. A misunderstood dependency may weaken resilience. A change that appears 

minor in isolation may become significant when connected to assets, processes, systems, people and 

downstream services. 

AI use needs to be understood in that context. 

An AI tool may summarise incident reports, prioritise maintenance, assist network planning, classify 

customer issues, support cyber investigation, interpret operational data, generate engineering notes or 

recommend next steps. Even if humans remain responsible, AI may influence what they see, what 

they consider, how quickly they act and what evidence they rely on. 

That influence matters in high-consequence environments. 

Critical infrastructure organisations also operate under regulatory, safety, security and resilience 

expectations. They may need to demonstrate control over service continuity, operational risk, cyber 

resilience, safety-adjacent systems, data protection, supplier dependencies, auditability and incident 

response. 

AI governance must therefore be more than general acceptable-use policy. 

It must be connected to the operational consequence of use. 

The organisation needs to know which service or asset AI relates to, what systems and data are 

involved, which operational boundary applies, what evidence is captured, how change is governed and 

who remains accountable. 

Without that understanding, AI adoption can create blind spots in environments where blind spots are 

expensive. 

Why operational context matters 

AI cannot be governed effectively in critical infrastructure if the surrounding operational context is 

unclear. 

Operational context includes the people, roles, processes, assets, systems, data, infrastructure, 

suppliers, interfaces, operating procedures, control environments and dependencies around AI-

enabled activity. 

That context determines consequence. 
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An AI use that appears administrative may become operationally significant if its output informs 

maintenance scheduling, outage response, asset prioritisation, compliance reporting, customer 

vulnerability handling, safety review, operational planning or cyber escalation. 

A digital assistant used by a corporate team may be relatively low consequence. The same assistant 

connected to operational records, asset data, control-room procedures, supplier tickets or incident 

management workflows may require stronger governance. 

Context changes the question from “what can the AI do?” to “what can this AI affect?” 

Critical infrastructure organisations therefore need a shared picture of where AI is introduced and 

what it touches. 

They need to understand whether AI is connected to enterprise systems, operational technology, 

asset-management platforms, engineering records, network models, incident-management tools, 

customer platforms, regulatory data, supplier systems, cyber tooling or safety-adjacent processes. 

If that context is not visible, governance may be based on assumptions. 

The organisation may assume a use is low risk because the model does not make final decisions. It 

may assume accountability is clear because a human reviews the output. It may assume evidence 

exists because logs are stored somewhere. It may assume suppliers are under control because 

contracts are in place. It may assume resilience is unaffected because AI is not directly controlling 

assets. 

Those assumptions may not hold once dependencies are understood. 

Operational context helps critical infrastructure organisations govern AI according to consequence, 

not according to generic AI categories alone. 

Why dependency matters 

Critical infrastructure depends on chains of dependency. 

People depend on processes. Processes depend on systems. Systems depend on data. Data depends 

on infrastructure, interfaces, sensors, suppliers, integrations and operational discipline. Physical 

assets and digital systems increasingly interact. Corporate systems and operational systems may be 

separated in policy but linked in practice through reporting, planning, maintenance, incident response 

or supplier workflows. 

AI may interact with these dependencies in subtle ways. 

It may not directly control equipment, but it may influence the prioritisation of work. It may not make a 

safety decision, but it may summarise material used in safety review. It may not own customer 

outcomes, but it may route, classify or draft responses that affect service quality. It may not operate 

the network, but it may help interpret data used by people who do. 

The governance challenge is to understand where AI sits in the dependency chain. 

If AI is connected to a tool, what does that tool affect? 

If AI uses a dataset, what does that dataset represent? 

If AI supports a workflow, what downstream action may follow? 
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If AI generates a record, where might that record later be used? 

If AI depends on a provider, what happens if that provider changes capability, terms, availability or 

runtime location? 

These are not theoretical questions. They are operational governance questions. 

Dependency clarity helps organisations understand which AI uses require stronger controls, better 

evidence, clearer boundaries, additional review or different assurance treatment. 

Without dependency clarity, organisations risk treating all AI use either too casually or too 

restrictively. 

Why evidence and resilience matter 

Critical infrastructure organisations need evidence that supports resilience, review and accountability. 

Evidence is not only for audit. It supports operational learning, incident review, assurance, regulatory 

engagement, supplier management, cyber investigation, change management and post-event 

understanding. 

When AI contributes to operational activity, organisations may need to understand: 

— What AI was used for. 

— Which service, asset, process or operational function it related to. 

— What data, system, tool or supplier was involved. 

— What output was produced. 

— Whether the output influenced a decision, recommendation, escalation or action. 

— What boundary or governance condition applied. 

— What evidence was captured. 

— Who reviewed the activity. 

— Who remained accountable. 

— Whether the conditions of use changed. 

This matters because resilience depends on the ability to understand what happened. 

If an AI-assisted process contributes to an operational outcome, the organisation may need to 

reconstruct the relevant chain. A raw technical log may not be enough. A supplier report may not be 

enough. A policy document may not be enough. Evidence must be connected to operational context. 

Resilience also depends on continuity. 

AI supply and deployment conditions may change. Providers may update models. Embedded AI 

features may appear inside existing tools. Runtimes may move. Terms may change. Dependencies 
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may grow. Operational teams may begin to rely on AI outputs in ways that were not anticipated at 

approval. 

Governance needs to remain coherent as these conditions change. 

In critical infrastructure, AI governance should support not only initial adoption but ongoing 

operational resilience. 

Why boundaries and control matter 

AI connections in critical infrastructure should be treated as governed boundaries. 

A boundary is where conditions matter. 

It may define what data AI can access, which users may use it, what systems it can connect to, what 

actions it can support, which supplier or provider is involved, what evidence must be captured and 

when escalation is required. 

The boundary may sit between corporate IT and operational technology. It may sit between an internal 

team and a supplier. It may sit between regulated and non-regulated activity. It may sit between 

operational data and customer data. It may sit between advisory support and action-triggering 

capability. 

AI can blur these boundaries if adoption is not carefully governed. 

A tool introduced for productivity may begin to interact with operational records. A supplier platform 

may add AI functionality. A workflow integration may allow AI-generated content to move into 

operational systems. A dashboard may combine data from multiple sources and allow AI-assisted 

interpretation. A team may use AI to summarise incident material that later informs formal review. 

These developments may be useful, but they change the governance question. 

The issue is not only whether AI can connect. It is whether the connection is permitted, visible, 

evidenced, bounded and accountable. 

Critical infrastructure organisations therefore need to govern AI connections as part of the operating 

environment, not as isolated technical integrations. 

Why it matters operationally 

AI governance in critical infrastructure must be practical. 

Senior leaders need to understand where AI creates value and where it creates operational exposure. 

Operational teams need to know how AI fits into real procedures and responsibilities. 

Engineering and asset teams need to understand the relationship between AI outputs, asset data, 

maintenance decisions and operational consequence. 

Cyber and security teams need to understand data access, providers, runtime environments and 

attack surface. 

Architecture teams need to understand interfaces, dependencies and system boundaries. 

Risk, compliance and assurance teams need evidence that can support review. 
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Procurement and supplier-management teams need to understand provider behaviour, continuity and 

contractual implications. 

Regulators may need confidence that AI adoption is being governed in a way that reflects service 

consequence. 

If these perspectives are not connected, AI adoption can fragment. 

One team may approve a tool. Another may connect it to data. A third may use it operationally. A 

fourth may hold accountability for service outcome. Evidence may sit across logs, emails, supplier 

systems, incident tools, dashboards and informal notes. 

That fragmentation makes governance harder. 

A governed approach should help critical infrastructure organisations reason from a shared 

operational picture: where AI is being introduced, what it touches, what dependencies exist, what 

evidence is available and who remains accountable. 

The Cortex view 

Cortex starts from the view that AI adoption in national critical infrastructure must be governed 

according to operational consequence. 

AI governance should not remain detached from the services, systems, data flows and dependencies 

that carry consequence. It should connect governance intent to operational reality. 

For Cortex, governed AI adoption in critical infrastructure requires six connected capabilities. 

Cortex Atlas helps establish the operational context around AI use: the services, assets, people, 

processes, systems, data, infrastructure, suppliers and dependencies that shape consequence. 

Cortex Conduit supports runtime governance while AI-enabled activity operates, helping connect 

governance intent to operational conditions. 

Cortex Lens helps make AI-enabled activity observable and traceable, so that organisations can 

understand what happened and what it related to. 

Cortex Ledger supports structured evidence and accountability records that can support review, 

assurance, learning and regulatory conversations. 

Cortex Gate helps govern the boundaries between AI, tools, systems, data, suppliers, operational 

environments and external services. 

Cortex Bridge supports continuity as providers, models, runtime arrangements and deployment 

conditions change. 

Together, these planes provide a foundation for governed AI operations in national critical 

infrastructure. 

This is not a claim that Cortex provides safety assurance, regulatory approval, cyber certification, 

operational authorisation or resilience compliance on its own. Cortex does not replace safety, security, 

engineering, legal, audit, compliance, regulatory or operational responsibilities. 

It provides a structured way to make AI-enabled activity more understandable, governable, 

reviewable and accountable in high-consequence environments. 
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AI operational consequence in critical infrastructure 

requires 

Critical infrastructure AI adoption requires more than AI capability alone. 

R e q u i r e m e n t  P u b l i c  r o l e  

Operational context Understand where AI is introduced into essential-service 

operations and what it touches. 

Dependency clarity Identify the systems, data, suppliers, assets, processes and 

interfaces connected to AI use. 

Runtime governance Apply governance while AI-enabled activity operates, not only 

before or after approval. 

Traceability Make AI activity visible enough to understand what happened and 

what it related to. 

Evidence Support assurance, incident review, regulatory engagement, 

learning and accountability. 

Boundaries Govern connections between AI, systems, tools, data, suppliers 

and operational environments. 

Continuity Maintain governance coherence as providers, models, runtime 

conditions and dependencies change. 

Accountability Keep responsibility visible when AI contributes to decisions, 

recommendations, escalations or actions. 

These requirements help organisations move from AI experimentation to governed AI operations in 

environments where operational consequence matters. 

What critical infrastructure organisations should 

consider 

When considering AI adoption, critical infrastructure organisations should ask consequence-first 

questions. 

They should ask: 

— Where is AI being introduced into operational or support activity? 
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— Which essential service, asset, process, system or customer outcome could it affect? 

— What users, teams, suppliers, partners or regulators are involved? 

— What data does the AI activity access, generate, transform or expose? 

— Which systems, tools, platforms, networks, sensors, records or workflows does it depend on? 

— 
Does the activity touch operational technology, enterprise IT, safety-adjacent processes or regulated 

service obligations? 

— What policy, risk, security, safety, resilience, data-protection or assurance conditions apply? 

— How is governance applied while the activity operates? 

— What evidence is captured? 

— Can that evidence be interpreted in operational context? 

— Who can review the activity? 

— Who remains accountable for decisions, recommendations, escalations or actions? 

— What happens if the provider, model, runtime, supplier feature or operating condition changes? 

— How will the organisation know if AI use moves beyond its intended boundary? 

These questions are not intended to prevent useful adoption. They are intended to help critical 

infrastructure organisations adopt AI in a way that is proportionate to operational consequence. 

The more critical the service, asset or dependency, the more important it becomes to answer these 

questions before AI use scales. 

How Cortex relates 

Cortex supports critical infrastructure organisations considering AI adoption in operationally complex, 

regulated and high-consequence environments. 

It helps connect AI-enabled activity to the operational context around it. 

It supports governance while AI activity operates. 

It helps make activity visible and traceable. 

It supports structured evidence and accountability records. 

It helps frame AI connections as governed boundaries. 

It supports continuity across changing providers, models, runtimes and deployment conditions. 

This makes Cortex relevant where AI adoption must be considered through service continuity, 

resilience, dependency, evidence, governance and accountability. 
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Cortex does not claim that AI adoption becomes risk-free. It does not claim safety assurance, cyber 

accreditation, regulatory approval, resilience certification or operational authorisation. It provides a 

disciplined foundation for more governable, reviewable and accountable AI operations. 

Closing statement 

AI adoption in national critical infrastructure cannot be treated as ordinary technology adoption. 

When AI enters essential-service environments, organisations need to understand more than whether 

the capability works. They need to understand what it touches, what it depends on, what conditions 

apply, what evidence exists and who remains accountable. 

Critical infrastructure governance must be connected to operational context, dependency, boundaries, 

evidence, continuity and resilience. 

AI may create value in these environments, but value must be pursued with a clear view of 

consequence. 

That is why Cortex treats national critical infrastructure AI governance as a question of operational 

consequence, not simply digital capability. 
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SUGGESTED ONWARD READING 

— Explore AI as Operational Infrastructure to understand why AI governance must connect operational context, 

runtime governance, evidence and accountability. 

— Read Why Operational Context Matters for AI Governance to understand why AI use needs a shared picture of 

people, processes, systems, data and dependencies. 

— Review Runtime Governance to understand how governance can remain connected while AI-enabled activity 

operates. 

— Read Governing AI Connections, Tools and Providers to understand why AI connections should be treated as 

governed operational boundaries. 

— Review Sovereign and Regulated AI Operations to understand why government, defence, critical infrastructure 

and regulated environments need AI governance connected to context, evidence, continuity and accountability. 

 


